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Abstract—We present a practical side-channel attack against
high-order masked software implementations with the share-slice
representation. We derive an exact analytical model of power
leakage that captures the joint leakage of all shares within a single
register.

Based on this model, we propose an optimal categorization of
power consumption samples and introduce a signal-to-noise ratio
(SNR) estimation method. As a replacement for the Pearson >
test, we design a simplified vote-based attack in which each
sample casts a vote for a key hypothesis and the most fre-
quent candidate is selected, thereby reducing both computational
and memory requirements while maintaining comparable attack
performance. Finally, we experimentally validate the proposed
model, categorization, and attack on a masked AES implemen-
tation.

Index Terms—Side-Channel Analysis, Mutual Information
Analysis, Share-Slicing Masking, Leakage Model

I. INTRODUCTION

Embedded devices, such as smart cards or cryptocurrency
wallets, are widely deployed in security-critical applications
and therefore represent attractive targets for adversaries. Be-
yond attacks on cryptographic algorithms themselves, these
devices are often vulnerable to side-channel analysis, which
exploits information unintentionally leaked during execution.

Since Kocher’s Differential Power Analysis (DPA) [I1]],
a wide range of statistical side-channel attacks has been
developed. These attacks typically partition measured traces
based on hypotheses about secret data and use a distinguisher
to evaluate the resulting distributions. Common distinguishers
include difference of means [I|], correlation [2], Bayesian
classification [3]], or Mutual Information Analysis (MIA) [4].
The partitioning of traces is guided by a leakage model
function, whose goal is to capture the dependency between
secret data and observable physical effects [5].

MIA is a widely used black-box technique that estimates
probability density functions of measured samples, commonly
using histograms or kernel-based methods [6]. The choice
of discretization parameters, such as the number and width
of bins of a contingency table, has a significant impact on
attack performance [4], [7]], especially in noisy settings. While
these approaches require little prior knowledge of the device,
they may be suboptimal compared to attacks based on more
accurate leakage modeling.

To mitigate side-channel leakage, modern countermeasures
rely on secret sharing-based masking techniques, includ-
ing threshold implementations (TI) [8], [9], domain-oriented
masking (DOM) [10], and probing security [[L1]], [12]. Masking
reduces the dependency between leakage and secret values by
randomizing sensitive intermediates. As a result, an attacker
must either analyze multiple time points (multivariate attacks)
or consider a significantly larger state space, increasing the
complexity of the attack.

A. Contribution

This work makes the following contributions. First, in
tion Il we derive an exact analytical power leakage model
for share-sliced Boolean-masked software implementations.
In contrast to commonly used black-box approaches, the model
explicitly captures the joint leakage of all shares stored within
a single register.

Based on this model, we propose in [section III] an optimal
categorization of power consumption traces into a contingency
table. A key parameter of the model is the signal-to-noise
ratio (SNR), for which we provide an estimation algorithm in
that operates directly during the attack.

In leveraging the derived categorization, we
introduce a simplified attack, referred to as the vote-based
attack, which replaces the Pearson x? test. In this approach,
each sample casts a vote for a key hypothesis, and the key
with the highest number of votes is selected as the most likely
candidate.

Additionally, in we show how part of the
computational complexity can be traded to memory complex-
ity, resulting in a faster execution of the attack.

Finally, we experimentally validate the proposed leakage
model, the optimal categorization and the vote-attack on

a share-sliced AES implementation in

II. SHARE-SLICING

The most common method to break the dependency between
processed data and secret values is masking based on secret
sharing. Secret value s is encoded into a so-called sharing
s = (s1,...,84), which consists of d shares [13]. These


mailto:david.pokorny@fit.cvut.cz,petr.socha@fit.cvut.cz,novotnym@fit.cvut.cz

shares (except one for correctness) are sampled from a uniform
distribution Unif({0, 1}), and it holds that

d

s = Dec(s) = P si, (1)
=1

s = Enc(s), (2)

where @ is exclusive OR. The function Enc(-) encodes
a secret bit s into a sharing s, while Dec(-) decodes a sharing
back into a single bit. Any set of d — 1 shares from a sharing
is statistically independent of the secret value s.

These sharings are stored in memory (considering a soft-
ware implementation) in one of the following ways:

« share-sliced: entire sharing is stored in one register. With
a 32-bit register, one can store up to 32 shares of a single
sharing. Transformations (operations on shares) can be
implemented using bitwise operations. This approach is
generally considered dangerous, as the joint distribution
of share consumption leaks information. This breaks
the assumption of physical independence, meaning that
each gate or operation leaks information independently.
Observations made in this article support these claims.

« bit-slice: multiple sharings are arranged in a bitwise
fashion, such that the ¢-th register contains the i-th share
of each sharing. This technique can be effective for the
parallel processing of boolean operations. The bit-slice
variant helps to satisfy domain-oriented masking [10].

This article does not analyze the operations directly, but
instead focuses on their outcomes, i.e., the values held or
moved between registers. For further analysis, we discuss only
the share-sliced variant, since our analysis is univariate.

A. Power consumption of sharing

For analysis, we use the standard (approximate) model of
CMOS consumption, i.e., each bit switching on a pre-charged
bus to zeros consumes a constant amount of power. This model
results in power consumption that is linearly proportional to
the Hamming weight of the value in the register. It is a well-
known approximation of the consumption in multi-bit side-
channel analysis.

Operations on shared values, particularly non-linear ones,
typically introduce additional fresh randomness and are there-
fore modeled as transformations of probability distributions
rather than deterministic functions. Leakage is modeled as
a random variable, typically given by the Hamming weight
HW(s). Each sharing is selected with the same probability
(from a uniform distribution), but the leakage distribution is
not uniform. Sharings with low or high Hamming weight are
selected less often than sharings with an average Hamming
weight.

Let d > 2 be a fixed order of masking and s € {0,1}
be a secret value encoded into sharing s € S, where S =
{0,1}¢ is the set of all sharings of value s. The sharing s is
stored in a register using the share-slicing method. Sharing s

is randomly chosen and therefore we can define a probability
mass function P?: S — [0,1] as:
1 .

Pi(s) = {7 ?f Dec(s) = s, 3)
0, if Dec(s) # s.

PO and P! are uniform distributions over feasible outcomes,
i.e. sharings that encode a given secret value. The number of
feasible outcomes is 2¢~! since we choose d — 1 random bits
and the last bit is fully determined as sq = s @ (@f;ll si).

The leakage function £°(s) = HW(s), is a discrete random
variable that maps sharings into measurable values for a given
secret value s, i.e., the Hamming weight w of the sharing.
For vertical side-channel attacks, we are especially interested
in power consumption over many sharings that encode the
constant secret value. For this purpose, we define probability
mass function D*(w) over random variable £® as:

dy_1 .
f d2=
Ds(w) = P‘S(L:S — U)) _ (w) 5d—19 1 (w ]’I.]O S),
0, otherwise,

4)

for w € {0, ...,d}. The distribution D*(w) returns the prob-
ability that secret value s will be encoded using exactly w
non-zero bits. Fig. [Ta] shows the distribution for masking order
d = 16.

For a more accurate estimation of the leakage function,
random noise must be taken into account. In this paper, we
assume a constant noise level for a fixed masking order d.
Let NVye, (1, 02) denote the normal distribution describing the
power consumption of the device, where p is the average
consumption and o? is the variance, representing the noise.
The noise resulting from switching the bit of interest will be
neglected, i.e. it contributes a constant consumption ¢ € R.
The expected power consumption = € R for a given secret
value s is a Gaussian mixture:

d
N® = 3, D*(w) - Naew(p + cw, 0?). )

w=0

The mean of the device consumption g is shifted by the
Hamming weight of the sharing, multiplied by a constant c
that models the consumption caused by switching one bit. This
model is plotted in Fig.

To successfully distinguish the secret values s = 0 and
s = 1, it is sufficient to accurately detect differences between
the corresponding distributions. Traces can be partitioned into
two groups based on assumptions about the secret value s.
When the hypothesis is correct, the resulting power consump-
tion distributions follow the theoretical model and exhibit
distinguishable statistical behavior.

Black-box attacks such as MIA typically apply categorical
statistical tests, such as the Pearson X2 test, using a heuris-
tic, model-agnostic categorization of measured power values.
While broadly applicable, this approach does not exploit
information provided by a concrete leakage model.
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w =0, 0 =0.5. The value x is expected power consumption.

Fig. 1: (a) Distribution of Hamming weights for sharing encoding of s = 0 and s = 1. (b) Corresponding noisy leakage model.

III. CATEGORIZATION AND MODEL FITTING

We utilize the power model from (3)) to derive an optimal
categorical partitioning of measured power consumption for
Pearson’s x? test.

First, we have to fit the observed data and the theoretical
model V*(z) using standardization. The standardized distribu-
tion Z%(x) of N'*(x) for order d > 2 is calculated as follows:
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o + 1 1+(o')
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_ _ 7
S A e Y v
d
Z5 = Z DS(W) ‘Ndeu(,ufun (U’)Z)' (8)
w=0

Note that the distribution Z°(x) represents the probability of
the standardized power consumption x of the device at the
time of interest when the secret bit s equals 0. Conversely,
Z(x) corresponds to the case where the secret bit s = 1.

For fixed masking order d, this standardized model depends
only on the power consumption of a single switching bit ¢ and
the device noise variance o2. After some reformulation, the
model is found to depend solely on the signal-to-noise ratio
(SNR), expressed as . The constant offset p of the device
consumption becomes irrelevant.

For categorical statistical tests, the key points are the
intersection points of the standardized leakage distributions
Z0%(x) and Z'(z), i.e., the points where Z%(z) = Z!(z).
These intersection points are ideal candidates for defining bin
boundaries in a contingency table.

In Fig. [2| we illustrate the Z°(z) and Z'(x) distributions
and their intersection (vertical lines). This figure differs from
Fig.[IbJonly by the standardization and the inclusion of vertical
lines for categorization.
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Fig. 2: Standardized leakage distributions Z°(x) and Z!(x)
for masking order d = 16 and SNR £ = 2. The intersections
(indicated by vertical lines) define the bin boundaries used in
categorical statistical tests.

In standardized distributions Z*(x), the higher SNR, the
more separated the distributions become, and the peaks more
pronounced, resulting in more reliable classification.

A. Analyzing Signal-to-Noise Ratio

To ensure that the consumption model accurately reflects the
expected power consumption of the device, we must estimate
the signal-to-noise ratio (SNR), defined as g

The SNR is estimated by fitting the measured standard-
ized power distribution against the theoretical unconditional

distribution Z(x). The latter is modeled as a mixture of



Algorithm 1 Curve Length Difference

1: Input: Standardized data x,, ,, where ¢ is the time index
and m is the trace index

2: Output: Estimated SNR for each time ¢

3: for all ¢ do

4: Let n be the number of samples at time ¢

5: Extract distinct values u; from samples at time ¢

6: Compute occurrences ¢; of each value u;

7: Compute interval widths q; = “F1_ izt

8: (boundaries handled separately)

9: Compute relative frequencies f; = n?;i

10: Compute squared value differences

11: (Aui)Q = (’LLZ'+1 — Ui)z

12: Compute frequency differences Af; = fi1 1 — fi

13: Compute empirical curve length

14 Lowp = 3, /(B,)2 + (Af,)?

15: Initialize an empty dictionary metric

16: for all SNR do

17: Compute theoretical probabilities p; = Z(u;)

18: Compute probability differences Ap; = p;21 — ps

19: Compute theoretical curve length

20: Lihe = Zz A/ (Au7)2 + (Api)2

21: Store |Lemp — Line| in metric[SNR]

22: end for

23: Select the SNR with minimal value in metric for
time ¢

24: end for

the conditional distributions Z°(x) corresponding to the two
secret values:

Z(z) =3 (2%) + 2 (). )

This model corresponds to a balanced target bit, i.e., the
secret values s = 0 and s = 1 occur with equal probability,
an assumption often satisfied in practice due to uniformly
distributed inputs such as plaintexts. If the target bit is not
balanced, (9) can be modified accordingly to account for the
expected distribution.

B. Our estimation of SNR

To estimate the SNR, we compare the measured leakage dis-
tribution with the theoretical distribution Z(z) by evaluating
the difference in their curve length. Since the SNR primarily
affects the prominence of distribution peaks, this difference
provides a sensitive estimation criterion. The procedure is
summarized in Alg. [T}

For each time point ¢, the empirical distribution constructed
from the standardized measurements is converted to a density
estimate in order to compare the discrete measurements with
the continuous distribution Z(z). The resulting estimate is
then compared to Z(z) for a range of candidate SNR values
using the curve length difference, where the curve length
is computed from Euclidean distances between consecutive
samples. The SNR minimizing this difference is then selected.
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(a) Empirical distribution of measured data compared to the (best
fitting) theoretical model Z(x).
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(b) Data grouped according to the secret value s, with s = 0 and
s=1.

Fig. 3: Comparison of measured data (standardized and fitted
to a continuous distribution) for masking order d = 16 and
SNR £ = 3.4, selected using the proposed metric. The graph
is evaluated only at discrete points, as specified in Alg. E}

This metric was chosen because the peaks of the uncon-
ditional leakage distribution may not be perfectly aligned
with those predicted by the theoretical model, for example
due to asymmetric peak shapes. This effect is likely due to
a linear approximation of the register’s power consumption as
a function of the number of switching bits. In Fig. [3a] this
effect is visible, whereas Fig. [3b] shows that this discrepancy
disappears after partitioning according to the secret value. The
curve length difference does not require explicit alignment of
mixture components and therefore provides a more reliable
SNR estimate.

For SNR estimation, we compare whether two distributions
are equal, an operation that the attack itself is designed to
avoid. The goal is to estimate the SNR from a small subset of
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Fig. 4: Comparison of several metrics used to estimate the
optimal signal-to-noise ratio (SNR).

measurements, where the estimate itself does not need to be
highly precise. Small differences between nearby SNR values
have only a limited impact on the resulting classification.
A more detailed investigation across different noise levels is
left for future work.

C. Comparison of Different SNR Estimations

We evaluated several metrics for estimating the signal-
to-noise ratio (SNR) by comparing the empirical leakage
distribution with the theoretical model, enabling a quantitative
comparison and assessment of their practical suitability. The
tested metrics include sum of absolute differences, sum of
squared differences, differences of cumulative distribution
functions (CDFs), correlation, difference in total change, and
the curve length difference proposed in this paper.

Fig. f] compares the behavior of these metrics over a range
of SNR values. Each curve shows a rescaled metric value. Ver-
tical dashed lines indicate the SNR value at which each metric
reaches its minimum, representing the estimated optimal SNR.
The reference SNR value (£ = 3.2) was obtained using the
correct key. The masking order is d = 16, and 2,000 traces
were used in this experiment.

Metrics based on correlation or pointwise differences con-
sistently underestimate the true SNR. The difference in total
change, while computationally simpler, tends to overestimate
the SNR in some cases.

Overall, the curve length difference proposed in this paper
provides the most reliable estimates across experiments and is
therefore used as the default SNR estimation method.

IV. VOTE ATTACK

Given the consumption model Z(z) and the estimated
SNR, we discretize the power consumption into bins for the
contingency table. From this categorization, shown as vertical
lines in Fig. [2| we can observe that the categories can be
grouped into two alternating groups, allowing us to combine

even and odd categories. If the observed distribution is known,
we only need to store which of these two groups of categories
a sample belongs to.

For subsequent analysis, we formulate a hypothesis about
the key, which we use to divide the samples into two sets
(categories) based on the expected observed distribution. If the
key hypothesis is correct, the observations correlate with the
predicted category; otherwise, the predicted category appears
random.

Let’s define two observable categories Cy for secret s = 0
and C; for s = 1:

Co = {z|2°(z) > 2" (x),r e R},
C1 = {z|2%x) < Z'(x), 2z e R}.

(10)
Y

Next, we define a test that returns the index of the category
based on the measured normalized value x:

C(x) = {(1)

As an example, we attack AES first-round S-box under uni-
formly distributed plaintexts. Let H(p, k) = s be a hypothesis
function, defined as:

IECQ,

12
CL’ECl. ( )

H(p, k) = (SBOX(p XOR k) AND 0x1),  (13)

where p and k denote the n-th byte of the plaintext and
key, respectively. This function predicts the bit expected to
be encoded using secret sharing and processed by the device.
The function H(p, k) returns an element of {0, 1}, representing
the predicted category of s.

The attack itself compares whether the observed category
matches the predicted category, expressed as C(z) = H(p, k).
Since this is a univariate attack, we use the measured value
from only a single specific time ¢. Let x represent the
measurement, and z,, , denote the sample at time ¢ from the
m-th trace. Each vector of samples in a particular time is
standardized, meaning that for each ¢ the vector . ; has a zero
expected value and a variance of one. The symbol : means
over all possible values. The correct mean and variance used
for standardization are computed during the SNR estimation
process.

The attack is computed using the following equation for
each (sub)key £ and every time ¢:

Rt,k — Z (—1)0(%%) XOR ?—[(]u,k)7

for all m

(14)

where R, ; is a 2-dimensional table for storing the results,
where the first dimension corresponds to the time ¢ and the
second corresponds to the subkey k.

For the correct key, it holds that C(z,,,) and H(p,k)
correlate, thus, across the sum, the exponents are more likely
to be zero and less likely to be one (or vice versa in the case of
anticorrelation), and the sum diverges. For an incorrect key,
the prediction is independent of the key and exponents are
equally likely to be zero and one. In this case, the mean value
of the sum is around zero.



The correct key therefore corresponds to the absolute max-
imum value of the sum. Using the absolute value ensures
independence from the categorization (e.g., swapping odd and
even categories) and from the sign of bit consumption (whether
swapping a bit results in higher or lower power consumption).
Obtaining the result is done by

{t',k'} = argmax(abs(R)), (15)

where abs is the absolute value (element wise) and argmax
returns the index of the maximal value. The correct key is k'
and the strongest leak occurs in time ¢'.

A. Acceleration through Precomputation

For faster computation, we precompute the summand (i.e.,
(—1)C(@m.t) XOR #(pk)y in ([T4) and store the results in a look-
up table. This table contains vectors corresponding to all key
hypotheses for all plaintexts (assuming that the number of sub-
key—plaintext combinations remains manageable; in the case
of AES, we consider 65,536 combinations). This approach
eliminates the need to iterate over all possible keys, thereby
reducing the number of cycles and intermediate calculations,
and replacing them with vector additions.

We can also introduce another variable in the look-up table
to account for all sets of subkeys (in the case of AES-128, we
attack 16 bytes, not just one byte). However, we will omit this
extension in this article for simplicity.

Let T, 1 be a 3-dimensional look-up table with the fol-
lowing indices: s € {0,1} for the measured vote (denoted as
C(zm.+)), p for plaintext, and & for subkeys. The stored value
of the table will be —1 or 1, defined as:

1 =H(p, k
Ty = {_1 S (p, k)

s # H(p, k)

After each measurement, we compute the votes, i.e. C(Znm ¢),
for each sample and simply add the corresponding part, i.e.
T p, of the look-up table to the result table I? defined above.

At the beginning of the attack, R;; is filled with zeroes.
Then for each standardized sample, i.e. x,, ¢, we compute vote
s = C(xym,¢). With the knowledge of used plaintext p, we add
part of look-up table 7, to the result table R;. Note that we
are adding a vector over subkey k. The addition of vectors can
be parallelized or the vector/SIMD operations can be used. In
terms of mathematical notation, we compute the following for
each sample x,,; with plaintext p:

s =C(zmy)
Rt <« Rt + Ts,p

(16)

A7)
(18)

This addition has to be done over all samples. Bins of C(x,, ¢)
can be also precomputed.

Another optimization, that can be useful in certain cases, is
to avoid immediate addition of the look-up table. Instead, we
can count how many times the table would be added and, at
the end of the measurement, multiply the table by that count.
In this case, the table 7" does not need to be precomputed,
but we need to use a 3-dimensional variable C} ;, to keep

track of the number of accumulations. For each sample z,, ;
we compute:

s =C(Tm.yt) (19)
Ot,s,p — Ct,s,p + 1, (20)
and the final result is obtained for each t:
Ri=) Crap-Tep, 1)
seS
peP

where S = {0,1} and P is the set of possible plaintexts
(relevant to the set of subkeys). Note that C; , ,, is an integer
and Ty, is an array over k. The advantage lies in faster
data processing, as we only increment a counter for each
sample instead of adding an entire array over all subkeys. The
drawback, however, lies in increased memory usage.

V. MEASUREMENT AND EVALUATION

For the measurements, we used the ChipWhisperer-Lite
platform with a 32-bit STM32F303 microcontroller (ARM
Cortex-M4) as the target. The platform features an integrated
10-bit ADC optimized for power measurements [14].

Using the method proposed in [11], we implemented the
AES S-box and reformatted the output into a share-sliced
representation. We focus on attacking one secret bit as defined
in (T3), which is encoded using secret sharing in the share-
sliced implementation, as described in (I). The plaintext is
known and uniformly sampled. Based on hypotheses about
the key, we attempt to reveal the correct key and compare it
to heuristic categorization.

Fig.[5] shows a histogram representing the observed frequen-
cies used to construct the contingency table for testing a key
hypothesis using the Pearson x? test. The binning follows the
categorization method proposed in this work. The masking
order d = 16, and the SNR § = 3.2. A total of 20,000 traces
was used. Such a high number of traces was chosen solely for
visualization purposes.

The histogram reveals a clear duality of categories (even
versus odd), which is subsequently exploited by the proposed
vote-based attack. At the same time, the relatively large
number of distinct samples within each category enables the
black-box approach based on the Pearson y? test to perform
effectively.

A. Categorization evaluation

We compare the proposed categorization method with com-
mon heuristic binning strategies used in combination with the
Pearson x? test. Fig. E] shows the probability of recovering
the correct key as a function of the number of traces. The
remaining curves correspond to standard heuristics available
in the NumPy library. The “vote-attack™ curve in the figure is
discussed in [subsection V-Bl

The analysis was performed for masking orders 8, 16, and
32. In all three cases, the results were comparable to those
obtained using the best heuristic approach, namely square-
root binning, where the number of bins is chosen as [+/n],
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Fig. 5: Histogram of measured power consumption using the
proposed categorization.

1.01

o
5
|

o
o
|

¢ ; —#— \Vote-attack
[ 7o Custom categorization
i .-k Square Root

-+- Rice

—-m- Freedman-Diaconis
—»- Scott

Doane

Sturges

=
S
L

Probability of successful attack

I
N
N

= .

0.01

160 260 360 460 560 660 760
Number of traces

Fig. 6: Comparison of the y? test with different categorization
(binning) strategies and the Vote-attack method. The custom
categorization corresponds to the approach described in
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The x-axis represents the number of traces
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of correctly recovering the key (out of 256 possibilities). The
masking order is d = 16.

with n denoting the total number of samples. The proposed
categorization does not significantly outperform square-root
binning, which achieves comparable results without parameter
estimation.

B. Vote-attack evaluation

We further evaluate the vote-based attack described in

isection IV| employing the custom categorization introduced
in [section 111l
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Fig. 7: Comparison of the x? tests with different binning
strategies and the vote-based attack for masking order d = 32.

The vote-based attack is compared against a black-box
approach under the same experimental conditions as in the
categorization evaluation. The results are presented in Fig. [6]
labeled as vote-attack. For all considered masking orders
(d € {8,16,32}), the success rate of the vote-based attack
is consistently slightly higher than that of the Pearson y?2
test with square-root categorization. For completeness, we also
include an analysis for masking order d = 32 in Fig.[]]

The vote-based attack requires an initial estimation of the
signal-to-noise ratio (SNR) in order to define appropriate cat-
egorization bins. This estimation, described in can
be interpreted as a profiling phase; however, it is performed
within the attack itself, as it relies on the same data used for
the attack.

The computation of SNR requires a set of pre-measured
traces, which serve for normalization of the measurements
by providing the mean value and standard deviation for each
time ¢. We analyze how the number of traces used for SNR
estimation affects the overall attack performance.

In Fig. 8] we depict the success rate of the attack for
different masking orders. The x-axis represents the number of
traces used to estimate the normalization parameters (referred
to as the first batch). For example, when the first batch consists
of 100 traces out of 500, the attack first processes 100 traces
to compute the mean and standard deviation, standardizes
them, and uses them for evaluation of SNR. Subsequently,
the remaining 400 traces are standardized using the same
parameters.

This approach implies that only the first batch needs to be
stored in memory. Once all traces from the first batch are
processed, they can be used for voting and discarded. Any
subsequent traces are processed on-the-fly and do not require
long-term storage.

In Fig. [8] we observe that the size of the first batch has
a significant impact on the success of the attack. At the same
time, even a relatively small number of traces is sufficient to
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Fig. 8: Effect of first batch size on the success rate of the
vote-based attack. The x-axis shows only the first batch used
for SNR estimation and bin-boundary computation; the total
number of traces is fixed to 200 for d = 8, 350 for d = 16,
and 1000 for d = 32.

obtain a good estimate of the mean and standard deviation. For
higher noise levels, however, a substantially larger number of
power traces is required for a successful attack.

VI. CONCLUSION

In this work, we analyzed side-channel leakage of a software
implementation using share-slicing on a 32-bit architecture.
We introduced a theoretical model for the distribution of
power consumption under a masking technique based on
secret sharing, and demonstrated how this model enables the
construction of an optimal categorization for statistical attacks.

We compare the proposed optimal categorization with com-
monly used heuristic approaches and experimentally demon-
strate that the derived categorization performs at least as well
as the best evaluated heuristic, namely the square-root method.

Leveraging knowledge of the exact categorization, we derive
a novel attack referred to as the vote-based attack. In contrast
to black-box methods that rely on heuristic categorization
to construct contingency tables for the Pearson x? test, our
approach exploits the precise leakage model. This enables
the design of an attack that requires only two categories
and reduces the memory requirement at each time point to
a single counter for each key. As a result, the method has lower
memory demands and relies only on simple vector operations,
leading to improved computational efficiency.

Furthermore, we demonstrate how part of the computational
complexity can be shifted to memory. Specifically, for each
sample, a unit increment is added to a matrix that accumulates
vote counts (see [subsection IV-A). This eliminates the need to
perform separate computations for each key hypothesis.

When comparing the vote-based attack with heuristic ap-
proaches, we observe higher efficiency, i.e., fewer power
traces are required. However, the improvement in efficiency is
not particularly pronounced. For example, for masking order

d = 16, the gain corresponds to only a few traces out of
approximately 400, while for d = 32, the reduction is about
50 traces out of 1000 in total.

Therefore, the main significance of this approach lies in
its potential for future research, particularly in extending it to
bitsliced implementations, where memory and computational
complexity become critical factors. In future work, it is also
necessary to investigate the impact of different noise levels on
this method.

Our results confirm that even high-order masked implemen-
tations can be effectively attacked when sensitive intermediate
values are combined in a shared-slice manner.
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