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Abstract—Many electronic systems has to fulfill strict
dependability properties, especially both fault tolerance and
attack resistance. These requirements usually contradict each
other. The study and experiment descriptions of the possible
methods how to measure these impacts are presented in this
paper. Specifically, how fault-tolerant design methods affects
resistance against differential power analysis attack and how the
whole design can be modified to increase attack resistance will be
discussed.
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1. INTRODUCTION

One of the common digital design requirements is to be
fault-tolerant. There are many methods of digital design to
achieve fault tolerance [1]. Another common requirement is
attack resistance for which also exist many digital design
methods [5], [8].

The target of our research is to investigate the influence of
fault-tolerant design methods on attack resistance and vice
versa considering the final design of real circuits, especially the
ones used in mission-critical applications. New methods or
conformation of the present ones to achieve both fault tolerance
and attack resistance at the same time will be the main aim of
this research.

We will focus on passive hardware redundancy methods in
this article. These methods cause design size and power
consumption increase. When some kind of security module is
designed using these fault tolerance increasing methods, the
increased power consumption may undesirably affect its
resistance against side channel attacks like differential power
analysis.

The important question is, whether this influence is positive
or negative. This question cannot be easily answered and this
article proposes methods for measuring this influence in order
to propose some ways to achieve both fault tolerance and DPA
resistance.

This article contains a description of chosen fault-tolerant
methods, AES cipher and differential power analysis in section
II. We will also mention how we have implemented AES and
its fault-tolerant variants in section III. Section IV describes
measuring methods and a control application we developed.
Finally, we will summarize our progress and our future plans
(sections V and VI).

II.  STATE OF THE ART

There is a lot of works about fault tolerance (e.g. [1], [2])
and attack resistance (e.g. [5], [8]), but we are not familiar with
any work related to the mutual influence of them. The current
research is based on passive hardware redundancy fault-
tolerant design methods [1], AES cipher [3] and differential
power analysis [4].

A. Fault-tolerant design methods

We decided to start with passive hardware redundancy
methods, which are easy to implement. These methods are
based on multiplication of the whole logic module [1]. They
have high impact on power consumption and they are
commonly used.

1) Duplex
Duplex consists of two modules. It compares outputs of
modules and signals a failure when they differs. It can detect a
failure of one module.

2) Triple modular redundancy (TMR)

TMR is based on three modules and a voter. The voter
provides a majority vote of outputs. When single module fails
the system remains fully operational. When two modules fail
the whole system fails. Example of TMR is shown in figure 1.

3)  N-modular redundancy (NMR)
NMR is a generalization of TMR. It uses N modules and a
voter. An odd number of modules should be used to secure the
existence of a majority.
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Figure 1. Schema of triple module redundancy
B. AES

AES (advanced encryption standard) is a symmetric block
cipher, which is one of the most common cipher used for
example for securing wireless networks. It uses fixed block
size (128 bits) and one of three key sizes (128, 192 or 256 bits)
[3]. We will use the 128bit version.

AES algorithm for 128bit key consists of ten rounds and
initial transformation. At each round different key derived from
the initial one is used.

For more detailed information see the AES specification
(3.
C. Differential power analysis

DPA belongs to a group of attacks known as the side-
channel attacks. It is based on measuring power consumption
traces of a device and a calculation of the secret information
(key) by an application of statistical functions on obtained
power traces. DPA requires plain text or cipher text to be
known for each power consumption waveform [4].

We will use an advance type of DPA using correlation
coefficients for calculations (sometimes called correlation
power analysis (CPA)). We can divide it into three phases: the
measurement phase, the hypothesis phase and the calculation
phase.

1)  Measurement phase
We have to measure power consumption of device during
the encryption in this phase. We have a list of n plain
texts/cipher texts and a matrix of #X#n elements as a result of
this phase, where n means number of measures (waveforms)
and ¢ means count of power consumption values (traces) for
each measure. Example of a waveform is shown in figure 2.
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Figure 2. Example of power (green) and trigger (blue) waveforms
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2) Hypothesis phase

We need to split key into parts (for example bytes) and
make some prediction about power consumption for each
possible value of each part of key (256 for one byte). For
example when we are analyzing AES cipher we can split the
key into bytes, then for each byte XOR is applied on each
possible value (0-255) with corresponding byte of plain text,
then SubBytes function is applied [3] and we can use
Hamming weight of the result as our hypothetical value.

During the hypothesis phase we will produce kXn values
for each part of the key, where k£ means a number of possible
values of the selected part of the key.

3) Calculation phase
Now we need to evaluate, which of the possible key values
is the right one.

We have the hypothetical value matrices for each part of the
key and the power consumption matrix. Now we need to apply
vector correlation function on each row of hypothetical value
matrix with each row of power consumption matrix. This
results into ¢X £ correlation matrix for each part of key. Now
the position of the maximal value of each of these matrices
should correspond with the real key part value and the relevant
trace (time).

III. IMPLEMENTATION

Evariste III platform was chosen as an implementation
platform. It provides USB communication and FPGA module
with connectors for power consumption measurement. VHDL
examples of USB communication are provided, too. Our
module contains FPGA Altera Cyclone III. This device’s
typical clock frequency is 48MHz [9]. The whole platform is
shown in figure 3.

We edited VHDL USB communication examples provided
along with Evariste module to be able to handle changing
cipher key, receiving a plain text and sending it back to PC.

A. AES

AES encryption was implemented to take ten clock cycles
(one clock cycle for each round). The round itself is
implemented as a combination logic divided into entities
corresponding to transformation functions of each round [3].

Motherboard

Motherboard + FPGA module

FPGA module

\
FPGA device

FPGA configuration
interface

USB connector

Figure 3.  Setup of Evariste III project
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Each round key is generated in the same clock cycle as the
round using it is processed.

Due to this we have one register containing the current
round key and one register containing the current cipher state.
The presumed content of the current state register will be used
for calculating hypothetical values in differential power
analysis.

One pin on Evariste module is dedicated to indicate active
encryption and it will serve as trigger for the oscilloscope
measurement.

B. Fault-tolerant variants

We have implemented only simple realizations of fault
tolerant variants using multiple of the same copies of AES
module so far.

Duplex is implemented as two copies of AES module,
which outputs are compared and if they are not equal the fail
signal is set.

NMR is implemented as a parametric entity with parameter
N representing number of modules. It is realized as N copies of
AES module and a voter. The voter represents a set of
comparators comparing all k&~-combinations of NV outputs, where
k is the lowest majority ((k=N-1)/2), and a multiplexor
deciding which output is the correct one or whether fail signal
should be set. It is realized by a recursive function generating
both the comparators and the multiplexor.

We also implemented non-parametric TMR to simplify
synthesis when NMR with only three AES modules is required.

IV.  MEASUREMENT

We chose oscilloscope PicoScope 6404D (shown in
figure 4) for the measurement. It provides sampling rate 5GS/s
(2.5GS/s when two channels are used).

Hamming distance between state register value at ninth and
tenth round was chosen as the hypothetical value used in
differential power analysis. According to [7] it is the best
choice with FPGA. The whole hardware architecture is shown
in figure 5.

Measurement methods were tested on simple AES
implementation.

Figure 4.

PicoScope 6404D
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A. Initial method

First method of measuring power consumption used was
simple, but not fast enough to capture thousands of waveforms,
which is necessary. We need to capture plenty of waveforms,
because only about fifty traces can be captured during one
clock cycle of our FPGA so we need to compensate lack of
data to get correlation function working.

The first attempts were done using communication program
provided with Evariste and PicoScope 6 GUI application. We
created a command line script generating random plain texts
and sending it using the communication program while the
PicoScope 6 captures the power consumption traces.

This method allowed us to capture only about four
waveforms per second.

We were using Wolfram Mathematica 10 to calculate the
correct key using correlation function. This method was pretty
slow (about ten minutes for one byte of key and ten thousand
waveforms).

B. Advanced method

We decided to program our own application, which is
responsible for the generation of the data, the communication
with the encryptor, the oscilloscope measurement and the
power analysis. We chose C programming language, since
oscilloscope provides C APIL.

We replaced proprietary USB driver of Evariste device by
WinUSB driver [11], so we were able to use /ibusb library [10]
for communication with the encryptor. The communication
protocol remains the same as the original one used by Evariste
program.

Due to the oscilloscope C API it was relatively simple to
achieve about a hundred waveforms triggered per second and
there is still some reserve for improvements.

This application also implements a correlation function
running about hundred times faster than the original script in
written in Mathematica. There are also some possible
optimizations by making it parallel.

<«—USB—{ Evariste
PC profes
<«—USB—{ PicoScope

Figure 5. Measurement hardware architecture
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The whole software architecture of the advanced method is
shown in figure 6. This method accelerated the measurement
dozens of times as is shown in table I. It is even more evident
for the higher counts of waveforms.

TABLE I.

MEASUREMENT METHODS COMPARISON

Overall duration of measurement and calculation in
seconds for various counts of waveforms

100 | 1,000 10,000 100,000 1,000,000
Initial 28 266 7,496 n/a n/a
Advanced | 1 12 118 1,729 21,361

Duration of initial method was not measured for 100,000 and 1,000,000, it would last too long.

V.  CONCLUSION

We have implemented an AES encryptor and basic passive
hardware redundancy methods in VHDL considering the fact
that we need to measure its power consumption. We chose
suitable device for the measurement.

Also we have programmed application serving the whole
measuring and calculation process of differential power
analysis, which is fast and easy to use.

The actual measurement for all implemented fault-tolerant
variants of AES (and possibly another cipher) is prepared and
will be realized now. The expected result is that these basic
fault-tolerant techniques will all cause worse resistance against
DPA. Final conclusions and experimental results will be given
at the presentation.

VI. FUTURE WORK

The first task is to measure the currently implemented AES
using fault-tolerant techniques and find methods for comparing
their power analysis attack resistance.

Next step will be implementation of fault-tolerant variants
using divergent AES modules. For example duplex with AES
modules mutually masking power consumption, this should
considerably increase attack resistance.

We can also try to use another ciphers or another type of
attack.

Other possible continuation of research is to investigate
other fault-tolerant design methods. Also we could take another
point of view and measure influence of attack resistant digital
design on its fault tolerance.

Application layer Our application

API layer PicoScope API libUSB
______________________________________ T SEm———
Driver layer PicoScope driver WinUSB driver

Figure 6. Measurement software architecture
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